Vendor and agent kit
Questions for your cloud services and IT company, and a letter asking your agents for their CMMC status
Template from Movegistics Resources (resources.movegistics.com), free for moving companies. Facts last checked 26 October 2026.
How to use this kit
1. Send part A to every cloud service that will hold, process or send DoD shipment information for you: moving software, email, file storage, texting, backup.
1. Send part B to your IT company, if you use one.
1. Cloud security tools that hold only security data, such as a password manager, sign-in and multifactor service, device management, remote support or log collection, do not need FedRAMP, but they are in your scope as security protection assets. Ask them the responsibility matrix, sign-in, activity records, staff and "Telling us" questions; the FedRAMP, equivalency and incident terms questions do not apply to them.
1. Send the letter in part C to every agent, hauler, storage company or other subcontractor before you share DoD shipment information, and again every year.
1. Keep the answers and proof with your evidence, describe them in your System Security Plan, and track them in the workbook's Providers and agents sheet.
1. Ask every provider the same questions, including your moving software provider, whoever it is.
Disclaimer
The information provided in this document is for general information purposes only; it does not constitute legal advice or compliance advice. This kit is not an official document of the Department of War and does not guarantee any score, CMMC status, SPRS result, contract award, or any other outcome. Your use of this kit and its content is at your own risk. This kit is provided “as is” and “as available” without any warranties of any kind, express or implied. Netensity Corporation and Movegistics are not responsible for any losses, damages or liabilities that may result from the use of the kit or reliance on its content. Full disclaimer: resources.movegistics.com/disclaimer.html


A. Questions for cloud services
A cloud service that holds, processes or sends DoD shipment information for you must be FedRAMP authorized at Moderate or higher, or meet DoD's FedRAMP Moderate equivalency policy (32 CFR 170.16). Your own devices that connect to it stay in your scope.
	Topic
	Question
	Why we ask
	Answer and proof received

	FedRAMP status
	Is your service FedRAMP authorized at the Moderate level or higher? Please send the link to its FedRAMP Marketplace listing.
	32 CFR 170.16(c)(2)
	

	Equivalency
	If it is not FedRAMP authorized at Moderate or higher, does it meet DoD's FedRAMP Moderate equivalency policy? Please send the evidence that policy requires.
	32 CFR 170.16(c)(2)
	

	Incident terms
	Will you meet the cyber incident reporting, malicious software, media preservation, forensic access and damage assessment terms in paragraphs (c) to (g) of DFARS 252.204-7012?
	DFARS 252.204-7012(b)(2)(ii)(D)
	

	Responsibility matrix
	Please send your customer responsibility matrix: which requirements you meet, and which remain ours.
	32 CFR 170.16(c)(2)(iii)
	

	Sign-in
	Can every user sign in with multifactor authentication, and can we require it?
	NIST SP 800-171 3.5.3
	

	Encryption
	Is our information encrypted in transit and at rest with FIPS-validated cryptography? Which validation certificates apply?
	NIST SP 800-171 3.13.8, 3.13.11, 3.13.16
	

	Activity records
	Can we see the activity records for our account, and how long do you keep them?
	NIST SP 800-171 3.3.1
	

	Your staff
	Who at your company can see our information, and how is that access controlled and recorded?
	NIST SP 800-171 3.1.1, 3.1.5
	

	Telling us
	How and how fast will you tell us about a security incident that affects our information?
	NIST SP 800-171 3.6.2
	

	Leaving
	If we stop using your service, how do we get our information back, and how is it deleted?
	NIST SP 800-171 3.8.3
	




B. Questions for your IT company
An outside IT company that handles your shipment information or your security data is part of your assessment scope (32 CFR 170.19). If it handles your shipment information, its services are assessed against the Level 2 requirements as part of yours; if it handles only security data, they are assessed as security protection assets.
	Topic
	Question
	Why we ask
	Answer and proof received

	What you handle
	Which of our information will you handle: DoD shipment information, security data such as our passwords, settings and activity records, or neither?
	32 CFR 170.19(c)(2), table 4
	

	Service description
	Please send a description of your services and your customer responsibility matrix, so we can describe them in our System Security Plan.
	32 CFR 170.19(c)(2)(ii)
	

	Our assessment
	Your services that support our requirements are part of our assessment. Will you give us the evidence we need for them?
	32 CFR 170.16(c)(3); 170.19(c)(2), table 4
	

	Your access
	How do your staff sign in to our systems? Is multifactor sign-in required, are remote sessions recorded, and are they closed when the work is done?
	NIST SP 800-171 3.1.12, 3.5.3, 3.7.5
	

	Your people
	How do you screen and train the staff who work on our systems?
	NIST SP 800-171 3.2.1, 3.9.1
	

	Incidents
	Will you help us contain an incident, make and keep images of affected systems and the related monitoring data for at least 90 days after we report, and get us what we need to report to DoD within 72 hours, where DFARS 252.204-7012 is in our contract?
	DFARS 252.204-7012(c), (e)
	

	Your own assessment
	Have you had a CMMC certification assessment of your own? It is voluntary, but it can reduce the work you have to do during our assessment.
	32 CFR 170.19(c)(2)(ii)
	




C. Letter to agents and subcontractors
Put it on your letterhead and fill in the brackets.
[Date]
To: [Agent or subcontractor name]
Subject: Your CMMC status before we share DoD shipment information
We value working with you on military moves. Under the CMMC rule (32 CFR 170.23) and our contracts, a company that receives CUI from us, such as DoD shipment information, must hold at least a CMMC Level 2 (Self) status, which is a self-assessment plus an affirmation in SPRS. A company that receives only federal contract information needs at least Level 1 (Self).
Before we share DoD shipment information with you, please reply with:
1. Your company name and the CAGE code(s) your assessment covers
1. Your CMMC level and status (Final or Conditional) and your CMMC Status Date
1. Confirmation that your CMMC Assessment Scope covers the systems you will use for our shipments
1. The date of your latest affirmation in SPRS
1. Who we should contact about security, and how
If your status is Conditional, we will also ask for your closeout, due within 180 days of your CMMC Status Date.
You must require the same of any company you pass our shipment information to. Where DFARS 252.204-7012 is in our contract, it applies to you too: report cyber incidents to DoD within 72 hours and give us the DoD incident report number as soon as you can.
We will ask again each year, and we will share only the information each job needs. If you are not ready yet, please tell us your plan and date.
Thank you,
[Name, title, company, phone, email]
Sources
1. 32 CFR 170.16, 170.19 and 170.23 (ecfr.gov, current to 23 October 2026).
1. DFARS 252.204-7012 (May 2024), paragraphs (b)(2)(ii)(D), (c) to (g) and (m) (acquisition.gov).
1. NIST SP 800-171 Revision 2 (csrc.nist.gov/pubs/sp/800/171/r2/upd1/final).
1. FedRAMP Marketplace (fedramp.gov/marketplace/products/).
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