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1. About this plan and our company
This plan describes the systems, people and places that handle DoD shipment information for [Company name], and how we meet each of the 110 security requirements of NIST SP 800-171 Revision 2, which make up CMMC Level 2.
1.1 Company details
	Company name
	

	CAGE code(s) in scope
	

	Scope
	[Whole company, or a separate part of it: describe]

	Number of employees
	

	Plan owner
	

	Affirming Official
	[Senior person responsible for CMMC compliance who affirms in SPRS]

	IT company (if any)
	[Name, contact, what they manage]


1.2 Roles
	Role
	Name
	Responsibilities

	Owner and Affirming Official
	[name]
	Approves this plan, decides on risks, affirms in SPRS after each assessment and every year.

	Plan owner
	[name]
	Keeps this plan, the asset inventory and the plan of action current.

	Office manager
	[name]
	Accounts, keys and badges, visitors, training records, paper handling.

	IT company
	[name]
	Devices, network, security tools, activity records, updates, backups.




2. Our assessment scope
Decide your scope once, before the assessment. It applies to every requirement and does not have to cover the whole company (32 CFR 170.19). See resources.movegistics.com/cmmc-level-2/scope.html.
2.1 How DoD shipment information moves through our company
Describe where it arrives, where it goes next, who handles it and where it is kept.
Example: Shipment details arrive from the government's shipment system and by email from our TSP. The office enters them into [moving software]. Crew leads see their own jobs on company phones. Paperwork is printed only for the job, kept in a locked cabinet and shredded after [period]. Our IT company manages our computers, phones and network.
[Your description]
2.2 Asset inventory summary
List every asset in scope and its type: CUI asset, security protection asset, contractor risk managed asset, specialized asset, or out of scope (with the reason). Grey rows are examples: replace them.
	Asset
	Type
	Where / how protected
	Owner

	[Moving software]
	CUI asset
	Cloud service; FedRAMP Moderate or higher, or equivalent: [proof]
	[Office manager]

	[Email service]
	CUI asset
	Cloud service; FedRAMP Moderate or higher, or equivalent: [proof]
	[Office manager]

	Office computers ([number])
	CUI asset
	Office; encrypted; managed by [IT company]
	[IT company]

	Company phones and tablets ([number])
	CUI asset
	With crews; managed by [device management]
	[IT company]

	Router and firewall
	Security protection asset (also a CUI asset if shipment information passes through it)
	Locked network closet
	[IT company]

	[Accounting system]
	Contractor risk managed asset
	Rule: no service member details in invoices
	[Owner]

	Guest Wi-Fi
	Out of scope
	Separate network, no access to business systems
	[IT company]



2.3 Network diagram
Insert or attach a diagram of the systems in scope, how they connect, and where the boundary is.
[Diagram or reference to it]
2.4 Outside service providers
Any cloud service that holds, processes or sends DoD shipment information must be FedRAMP authorized at Moderate or higher, or meet DoD's equivalency policy (32 CFR 170.16). In section 3, record what each provider's customer responsibility matrix leaves to you. Outside providers that handle shipment information or security data are part of your scope (32 CFR 170.19).
	Provider
	Service
	Handles shipment information or security data?
	FedRAMP status and proof
	Responsibility matrix on file?

	[Name]
	[Moving software]
	[Yes]
	[Marketplace listing or equivalency evidence]
	[Yes]

	[Name]
	[IT support]
	[Security data]
	[Not a cloud service]
	[Yes]



2.5 Locations
[Office address or description; warehouse; rules for working from home or on the road (see 3.10.6)]


3. How we meet each requirement
For each requirement: set the status, describe how you meet it (or why it does not apply), name who is responsible and where the evidence is kept. A requirement that does not apply counts as met; say why it does not apply. If it is not met, point to the plan of action entry.
3.1 Access Control (AC)
3.1.1 Only approved people and devices get in
Official wording: "Limit system access to authorized users, processes acting on behalf of authorized users, and devices (including other systems)."
Usually applies to: Every system in scope: your moving software, email, office computers, phones and tablets, shared drives and cloud storage, network equipment and security tools, and any automated links between them.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Each person has their own account in [moving software], [email service] and on company computers and phones; shared logins are not allowed. [Office manager] keeps the list of people, devices and automated connections with access in [location], adds access only after [owner] approves it, and reviews the list every [month].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.2 Each person does only their job
Official wording: "Limit system access to the types of transactions and functions that authorized users are permitted to execute."
Usually applies to: The permissions in each system in scope, mainly your moving software, email and shared drives, for every role: office staff, estimators, crew leads, drivers, warehouse staff and your IT company.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Each account has a role that matches the job: crew leads see only their assigned jobs, estimators cannot change users or billing, and only [office manager] and [IT company] have administrator roles. Roles are reviewed every [quarter].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.3 Control where the information goes
Official wording: "Control the flow of CUI in accordance with approved authorizations."
Usually applies to: Every route the information can take: email, texting, file sharing, exports and downloads, printing, and hand-offs to your TSP or agents.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	DoD shipment information is kept only in [moving software], [email service] and [approved storage], and goes only to [our TSP, the government's shipment system and agents with their CMMC status] through [approved ways]. Staff may not forward it to personal email, text it except through [approved texting service], or copy it into other spreadsheets, apps or AI tools. [Email service] blocks automatic forwarding to outside addresses, and only [roles] can export from [moving software].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.4 No one person can do it all
Official wording: "Separate the duties of individuals to reduce the risk of malevolent activity without collusion."
Usually applies to: The administrator and review duties in your moving software, email, computers and network equipment, including the ones your IT company handles.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] adds and removes accounts; [owner] reviews the access list and the activity records each [month]. Nobody approves or reviews their own access changes.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.5 Least access, few administrators
Official wording: "Employ the principle of least privilege, including for specific security functions and privileged accounts."
Usually applies to: Every account in scope, above all the administrator accounts in your moving software, email, computers and network equipment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Staff get only the access their job needs. Administrator rights are limited to [two named people] and [IT company], and the list is reviewed every [quarter].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.6 Everyday login for everyday work
Official wording: "Use non-privileged accounts or roles when accessing nonsecurity functions."
Usually applies to: Everyone with administrator rights, often the owner, the office manager or your IT company, on computers, email, moving software and network equipment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	People with administrator rights use a separate administrator account only for administration, and their everyday account for email and daily work.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.7 Administrator tasks for administrators only, and logged
Official wording: "Prevent non-privileged users from executing privileged functions and capture the execution of such functions in audit logs."
Usually applies to: Office computers, phones and tablets, email, moving software and network equipment, plus the records of administrator actions.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Standard users cannot install software, change security settings or turn off malware protection. Every use of administrator rights is recorded in [activity records or device management console] and reviewed by [owner].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.8 Lock out password guessing
Official wording: "Limit unsuccessful logon attempts."
Usually applies to: Every sign-in in scope: moving software, email, office computers, phones and tablets, network equipment and remote access.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Accounts lock for [15] minutes after [5] failed sign-in attempts on company computers, [moving software] and [email service].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.9 Show a notice at sign-in
Official wording: "Provide privacy and security notices consistent with applicable CUI rules."
Usually applies to: The sign-in screens of systems that hold DoD shipment information, such as office computers and your moving software.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Company computers and [moving software] show a notice at sign-in that the system is for authorized use only, may contain CUI and is monitored, consistent with the CUI rules.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.10 Lock unattended screens
Official wording: "Use session lock with pattern-hiding displays to prevent access and viewing of data after a period of inactivity."
Usually applies to: Office computers, laptops, phones and tablets: anything whose screen can show DoD shipment information.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Screens lock and hide their content after [10] minutes without use, and staff lock their screens whenever they step away.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.11 End sessions automatically
Official wording: "Terminate (automatically) a user session after a defined condition."
Usually applies to: Your moving software, email and other cloud services, remote connections and office computers.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[Moving software] and [email service] sign users out after [30] minutes without activity; remote sessions end after [30] minutes idle.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.12 Watch remote access
Official wording: "Monitor and control remote access sessions."
Usually applies to: Every way into your systems from outside the office: sign-ins to your moving software and email from home, the road or a residence, and VPN, remote desktop and remote-support tools, including your IT company's.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Remote access is only through [the company VPN or the cloud services' sign-in with multifactor]. [IT company] remote support uses [remote-support tool], which records each session, and [IT company] reviews the connection records [monthly].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.13 Encrypt remote connections
Official wording: "Employ cryptographic mechanisms to protect the confidentiality of remote access sessions."
Usually applies to: The same connections: cloud sign-ins from outside the office, VPN, remote desktop and remote-support sessions.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	All remote connections are encrypted: the VPN, remote-support sessions, and cloud services over https.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.14 Remote access through managed entry points
Official wording: "Route remote access via managed access control points."
Usually applies to: Your VPN or other remote-access gateway, and the remote-support tools your IT company uses.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Remote access goes only through [the company VPN gateway or the cloud services' sign-in]. No remote-desktop ports are open on the office router.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.15 Approve remote administrator work
Official wording: "Authorize remote execution of privileged commands and remote access to security-relevant information."
Usually applies to: Administrator work done from outside the office, by your staff or your IT company, and remote access to activity records and security settings.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only [IT company] and [office manager] may do administrator work or reach security settings and activity records from outside the office, as approved in [IT agreement or written approval], and each session is recorded.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.16 Approve wireless connections first
Official wording: "Authorize wireless access prior to allowing such connections."
Usually applies to: Office and warehouse Wi-Fi, and any other wireless link to systems in scope.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Wireless access to company systems is allowed only on the business Wi-Fi network, which [IT company] sets up; new wireless connections are approved by [owner] before they are allowed.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.17 Protect your Wi-Fi
Official wording: "Protect wireless access using authentication and encryption."
Usually applies to: Office and warehouse Wi-Fi that reaches systems in scope, and the settings that keep any guest network separate.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	The business Wi-Fi uses WPA2 or WPA3 encryption with [company sign-in or a strong password changed when staff leave]. Guest Wi-Fi is a separate network with no way into business systems.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.18 Control phones and tablets
Official wording: "Control connection of mobile devices."
Usually applies to: Crew, estimator, driver and office phones and tablets, and any personal phone that gets shipment emails or texts.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only company phones and tablets enrolled in [device management] can reach [moving software] and [email service]. Personal phones may not access DoD shipment information. [IT company] keeps the list of enrolled devices.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.19 Encrypt phones, tablets and laptops
Official wording: "Encrypt CUI on mobile devices and mobile computing platforms."
Usually applies to: Laptops, phones and tablets that can hold DoD shipment information, including photos of paperwork and downloaded files.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Company laptops use full-disk encryption, and company phones and tablets use their built-in encryption with an enforced screen lock, all set by [device management]. See 3.13.11 for FIPS validation.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.20 Check and limit outside systems
Official wording: "Verify and control/limit connections to and use of external systems."
Usually applies to: Personal computers and phones, home printers, your TSP's and agents' systems, and any online service you have not approved, such as free file-sharing sites or AI chat tools.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Company systems connect only to the outside systems on our approved list in [location], such as [the government shipment system, our TSP's portal and our IT company's tools]. Personal computers, home printers and unapproved online services are not used with DoD shipment information. Before we share shipment information with an agent, the agent confirms its own Level 2 status.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.21 Limit USB drives on other people's computers
Official wording: "Limit use of portable storage devices on external systems."
Usually applies to: Company USB drives and other portable storage, when used on computers you do not control.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Company USB drives are not used on computers we do not control. USB storage is blocked on company computers except for [approved encrypted drives].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.1.22 Keep it off public pages
Official wording: "Control CUI posted or processed on publicly accessible systems."
Usually applies to: Your website, social media, review-site replies, any customer portal page that needs no sign-in, and any public link.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only [marketing person] and [owner] may post on our website, social media or review sites. [Owner] checks every post before it goes out to make sure it contains no DoD shipment information, and anything posted by mistake is removed at once and reported.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.2 Awareness and Training (AT)
3.2.1 Everyone knows the risks
Official wording: "Ensure that managers, systems administrators, and users of organizational systems are made aware of the security risks associated with their activities and of the applicable policies, standards, and procedures related to the security of those systems."
Usually applies to: Everyone who uses systems in scope: owners and managers, whoever administers your systems, office staff, estimators, crew leads, drivers and warehouse staff, including seasonal crews.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Everyone with access, seasonal crews included, completes security awareness training when hired and every year: phishing, passwords, phones and photos of paperwork, handling paper, and reporting problems. Signed attendance sheets are kept in [location].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.2.2 Train people for their security duties
Official wording: "Ensure that personnel are trained to carry out their assigned information security-related duties and responsibilities."
Usually applies to: The people with security jobs: whoever adds users, runs backups, manages devices or reviews activity records, often the office manager or your IT company.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[Office manager] and [IT company] staff who manage accounts, backups and devices are trained for those duties, and their training records are kept in [location].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.2.3 Spot inside warning signs
Official wording: "Provide security awareness training on recognizing and reporting potential indicators of insider threat."
Usually applies to: Everyone who gets the training in 3.2.1, managers and seasonal crews included.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	The yearly training covers warning signs that someone inside could cause harm, such as asking for access they do not need or copying service members' records, and how to report concerns to [owner].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3 Audit and Accountability (AU)
3.3.1 Keep activity records
Official wording: "Create and retain system audit logs and records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful or unauthorized system activity."
Usually applies to: Your moving software, email, office computers, network equipment and security tools, wherever they can record activity, and wherever the records are kept.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Activity recording is on in [moving software], [email service], company computers and the firewall. Records are kept for [at least one year] in [log storage or log service].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3.2 Trace every action to a person
Official wording: "Ensure that the actions of individual system users can be uniquely traced to those users, so they can be held accountable for their actions."
Usually applies to: Every login in scope. Shared logins, such as one crew login on a shared tablet, break this.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Every person has their own account, so each recorded action can be traced to one person. Shared accounts are not used.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3.3 Review what you record
Official wording: "Review and update logged events."
Usually applies to: The recording settings in your moving software, email, computers and network equipment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] and [owner] review which events are recorded once a year and after major changes, and adjust the settings.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3.4 Get an alert if recording stops
Official wording: "Alert in the event of an audit logging process failure."
Usually applies to: Whatever collects your activity records: the computers themselves, the admin settings of your email and software, or a log service your IT company runs.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[Log service or IT company monitoring] alerts [IT company] if recording stops on any system in scope.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3.5 Connect the dots
Official wording: "Correlate audit record review, analysis, and reporting processes for investigation and response to indications of unlawful, unauthorized, suspicious, or unusual activity."
Usually applies to: The activity records from your email, computers, network equipment and moving software, looked at together.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	When something looks wrong, and every [month], [IT company] reviews the records from email, computers, the firewall and [moving software] together.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3.6 Pull a report when needed
Official wording: "Provide audit record reduction and report generation to support on-demand analysis and reporting."
Usually applies to: The same records, and the tool you use to search them.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] can search and filter the activity records in [log service or admin consoles] to answer questions such as who opened a shipment record last week.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3.7 Keep clocks in sync
Official wording: "Provide a system capability that compares and synchronizes internal system clocks with an authoritative source to generate time stamps for audit records."
Usually applies to: Office computers, servers, network equipment and anything else that stamps times on records. Phones and cloud services usually set their clocks automatically.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Company computers and network equipment set their clocks from [an approved internet time source]; cloud services use their providers' time.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3.8 Protect the records
Official wording: "Protect audit information and audit logging tools from unauthorized access, modification, and deletion."
Usually applies to: Wherever activity records are kept, and the tools that manage them: email and software admin consoles, computers and any log service.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only [IT company] and [owner] can see activity records and the tools that manage them. Records are kept in [log service], where users cannot change or delete them.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.3.9 Few people manage the recording
Official wording: "Limit management of audit logging functionality to a subset of privileged users."
Usually applies to: The administrator accounts that can change recording in your email, moving software, computers and network equipment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only [named IT company administrators] can change what is recorded or turn recording off.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4 Configuration Management (CM)
3.4.1 Know what you have
Official wording: "Establish and maintain baseline configurations and inventories of organizational systems (including hardware, software, firmware, and documentation) throughout the respective system development life cycles."
Usually applies to: Everything in scope: computers, phones, tablets, printers, scanners, routers, Wi-Fi equipment, security tools, and the software and cloud services you use.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[Office manager] keeps an inventory of every device, program and cloud service in scope, with its standard settings, in [asset list], and updates it whenever something changes.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4.2 Set things up securely
Official wording: "Establish and enforce security configuration settings for information technology products employed in organizational systems."
Usually applies to: The same list: every device, program and cloud service in scope.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Devices are set up from [IT company]'s secure setup checklist: default passwords changed, guest accounts off, automatic updates on and unneeded services off, and [device management] keeps these settings in place.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4.3 Track changes
Official wording: "Track, review, approve or disapprove, and log changes to organizational systems."
Usually applies to: Changes to anything in scope: new software or apps, new devices, network changes, and setting changes in your moving software and email.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Changes to systems in scope, such as new software, devices or network settings, are requested by email to [IT company], approved by [owner] and recorded in [change log].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4.4 Think before you change
Official wording: "Analyze the security impact of changes prior to implementation."
Usually applies to: The same changes, before they are made.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Before a change is approved, [IT company] and [owner] note in the change log what it could do to security, for example what information a new app can reach.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4.5 Control who can make changes
Official wording: "Define, document, approve, and enforce physical and logical access restrictions associated with changes to organizational systems."
Usually applies to: The admin settings of your moving software, email and cloud services, office computers, and the closet or shelf where the router and firewall sit.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only [IT company] and [office manager] can change settings or install software, and only they have the key to the closet where the router and firewall sit.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4.6 Only what the business needs
Official wording: "Employ the principle of least functionality by configuring organizational systems to provide only essential capabilities."
Usually applies to: Office computers, phones and tablets, and network equipment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Company devices are set up with only the software and features the business needs; [IT company] removes everything else.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4.7 Turn off what the business does not need
Official wording: "Restrict, disable, or prevent the use of nonessential programs, functions, ports, protocols, and services."
Usually applies to: Office computers, phones and tablets, network equipment and cloud services: unused programs, open network ports, old remote tools and file sharing.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] turns off programs, services and network ports the business does not need, and checks every [quarter] and after changes.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4.8 Control which software can run
Official wording: "Apply deny-by-exception (blacklisting) policy to prevent the use of unauthorized software or deny-all, permit-by-exception (whitelisting) policy to allow the execution of authorized software."
Usually applies to: Office computers and laptops, and any phone or tablet in scope, personal ones included, through the settings that control which apps they can run.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only approved programs can run on company computers ([application control setting]); company phones and tablets can install only approved apps through [device management].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.4.9 Watch what people install
Official wording: "Control and monitor user-installed software."
Usually applies to: Office computers, laptops, phones and tablets: browser add-ons, free apps and anything staff install themselves.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Staff cannot install software themselves. Requests go to [IT company], which checks and installs approved software. [Device management] reports installed software, and [IT company] reviews it [monthly].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5 Identification and Authentication (IA)
3.5.1 Name every user and device
Official wording: "Identify system users, processes acting on behalf of users, and devices."
Usually applies to: Every user, device and automated connection in scope, including shared crew tablets and the accounts that link your software to other systems.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Every person, device and automated connection has its own unique name in our systems. Crew leads sign in to shared crew tablets with their own accounts.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.2 Prove who you are before getting in
Official wording: "Authenticate (or verify) the identities of users, processes, or devices, as a prerequisite to allowing access to organizational systems."
Usually applies to: Every sign-in in scope: moving software, email, computers, phones and tablets, network equipment and remote tools.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Every person signs in with their own password and multifactor sign-in, and devices are registered in [device management] before they can connect.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.3 A second step to sign in
Official wording: "Use multifactor authentication for local and network access to privileged accounts and for network access to non-privileged accounts."
Usually applies to: Every administrator account, and every sign-in over a network: email, moving software and other cloud services, remote access and remote support.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Multifactor sign-in with an authenticator app is required for every account in [email service], [moving software] and remote access, and for all administrator accounts.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.4 Sign-ins that cannot be replayed
Official wording: "Employ replay-resistant authentication mechanisms for network access to privileged and nonprivileged accounts."
Usually applies to: Sign-ins over a network: your moving software, email and other cloud services, remote access and network equipment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Sign-ins use methods that cannot be captured and replayed: the cloud services' sign-in with multifactor, and [VPN] with [certificates]. Old plain-text sign-in methods are turned off.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.5 Do not recycle usernames
Official wording: "Prevent reuse of identifiers for a defined period."
Usually applies to: Usernames in your moving software, email and computers; it matters most with seasonal turnover.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	A username is never given to a different person for at least [two years].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.6 Switch off idle accounts
Official wording: "Disable identifiers after a defined period of inactivity."
Usually applies to: Accounts in your moving software, email and computers, especially seasonal crew accounts.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Accounts not used for [45] days are disabled, and seasonal crew accounts are disabled at the end of the season.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.7 Strong passwords
Official wording: "Enforce a minimum password complexity and change of characters when new passwords are created."
Usually applies to: Passwords for your moving software, email, computers and network equipment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Passwords must be at least [12] characters long [with letters, numbers and symbols], and at least [4] characters must change when a new one is created; [system settings] enforce this.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.8 No going back to old passwords
Official wording: "Prohibit password reuse for a specified number of generations."
Usually applies to: The same passwords as 3.5.7.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Systems block reuse of the last [24] passwords.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.9 Temporary passwords are changed at once
Official wording: "Allow temporary password use for system logons with an immediate change to a permanent password."
Usually applies to: Passwords for new hires and resets in your moving software, email and computers.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Temporary passwords for new hires or resets work once and must be changed at first sign-in.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.10 Passwords are never stored or sent in the open
Official wording: "Store and transmit only cryptographically-protected passwords."
Usually applies to: How your systems store passwords, and how staff keep and share them: spreadsheets, sticky notes, texts and email.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Systems store passwords only in protected form and send them only over encrypted connections. Staff keep passwords in [password manager], never in spreadsheets, notes, texts or email.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.5.11 Hide passwords as they are typed
Official wording: "Obscure feedback of authentication information."
Usually applies to: Sign-in screens on computers, phones, tablets and your software.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Password fields on all our systems show dots instead of the characters.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.6 Incident Response (IR)
3.6.1 Be ready to handle incidents
Official wording: "Establish an operational incident-handling capability for organizational systems that includes preparation, detection, analysis, containment, recovery, and user response activities."
Usually applies to: The whole company: a written plan and named people, your IT company included, covering everything in scope.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Our incident response plan, kept in [location], names who does what ([owner], [office manager], [IT company]) and covers preparing, spotting, investigating, containing and recovering from incidents, and telling staff what to do. It is reviewed every year.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.6.2 Record and report incidents
Official wording: "Track, document, and report incidents to designated officials and/or authorities both internal and external to the organization."
Usually applies to: Incidents involving anything in scope, such as a lost crew phone, an email with shipment details sent to the wrong person or paperwork left behind at a residence, and the reports your contracts require.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Every incident is recorded in [incident log] and reported inside the company at once. [Owner] reports to the TSP and the government as our contracts require; where DFARS 252.204-7012 applies, that means within 72 hours of discovery.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.6.3 Practice the plan
Official wording: "Test the organizational incident response capability."
Usually applies to: The plan and the people named in it, your IT company included.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	We test the plan once a year with a short tabletop exercise, for example a lost crew phone with shipment photos on it, and record what we learned.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.7 Maintenance (MA)
3.7.1 Keep systems maintained
Official wording: "Perform maintenance on organizational systems."
Usually applies to: Computers, phones, network equipment, printers and copiers, and software in scope.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] maintains computers, network equipment and software on a schedule, with updates [monthly], and records repairs.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.7.2 Control maintenance tools and people
Official wording: "Provide controls on the tools, techniques, mechanisms, and personnel used to conduct system maintenance."
Usually applies to: Your IT company or technician, and the tools they use: remote-support software, diagnostic tools and administrator accounts.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only [IT company] does maintenance. [Owner] has approved its tools and remote-support software, and their use is recorded.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.7.3 Wipe devices before outside repair
Official wording: "Ensure equipment removed for off-site maintenance is sanitized of any CUI."
Usually applies to: Computers, phones, tablets and copiers sent out for repair or warranty service.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Before any device leaves for outside repair, [IT company] wipes DoD shipment information from it or removes the drive, and records it.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.7.4 Check a technician's drives for malware
Official wording: "Check media containing diagnostic and test programs for malicious code before the media are used in organizational systems."
Usually applies to: USB drives, discs and diagnostic tools a technician brings in.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] scans any USB drive or disc a technician brings for malware before it is used.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.7.5 A second step for remote IT support
Official wording: "Require multifactor authentication to establish nonlocal maintenance sessions via external network connections and terminate such connections when nonlocal maintenance is complete."
Usually applies to: Remote support sessions by your IT company or a vendor's support desk.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Remote maintenance sessions require multifactor sign-in and are closed when the work is done.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.7.6 Supervise outside technicians
Official wording: "Supervise the maintenance activities of maintenance personnel without required access authorization."
Usually applies to: Copier, phone-system and other repair technicians who work in your office without approved access.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Outside technicians without approved access, such as the copier technician, are supervised by [office manager] while they work.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8 Media Protection (MP)
3.8.1 Lock up paper and drives
Official wording: "Protect (i.e., physically control and securely store) system media containing CUI, both paper and digital."
Usually applies to: Orders, inventories, bills of lading and other printouts, plus USB drives, backup disks and old hard drives, wherever they are kept: office, dispatch desk, warehouse office and trucks.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Paperwork with DoD shipment information, such as orders, inventories and bills of lading, is kept in locked cabinets in [office]. USB drives and backup disks are kept in [locked drawer].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8.2 Only approved people handle them
Official wording: "Limit access to CUI on system media to authorized users."
Usually applies to: The same paperwork and drives, and the cabinets, drawers and rooms that hold them.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only [named roles] have keys to the cabinets, and drives are signed out from [office manager].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8.3 Shred and wipe before disposal
Official wording: "Sanitize or destroy system media containing CUI before disposal or release for reuse."
Usually applies to: Old paperwork, retired computers, phones and tablets, USB drives, and the hard drives inside copiers and printers.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Paper is shredded with a cross-cut shredder or by [shredding service]. Drives, retired computers and phones, and copier drives are wiped or destroyed by [IT company or certified vendor], and the certificates are kept in [location].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8.4 Mark CUI
Official wording: "Mark media with necessary CUI markings and distribution limitations."
Usually applies to: Paperwork and drives that contain CUI, including what you print or create from DoD shipment information.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Documents and drives with CUI keep the markings they came with, and what we create from DoD shipment information is marked as our contracts and the TSP's instructions require.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8.5 Keep track of it on the road
Official wording: "Control access to media containing CUI and maintain accountability for media during transport outside of controlled areas."
Usually applies to: Paperwork and drives that leave the office: in trucks, at the residence, at the warehouse or with an agent.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Paperwork that leaves the office stays with the crew lead in a closed folder, out of sight in the truck, and comes back to the office. USB drives with DoD shipment information do not leave the office.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8.6 Encrypt drives that travel
Official wording: "Implement cryptographic mechanisms to protect the confidentiality of CUI stored on digital media during transport unless otherwise protected by alternative physical safeguards."
Usually applies to: USB drives and laptops that leave the office with DoD shipment information on them.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Laptops that carry DoD shipment information outside the office are encrypted (see 3.13.11); USB drives with it do not leave the office (see 3.8.5).

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8.7 Control USB drives
Official wording: "Control the use of removable media on system components."
Usually applies to: USB ports and card slots on office computers and laptops, and the drives, memory cards and phones plugged into them.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[Device management] blocks USB storage on company computers, except [approved encrypted drives].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8.8 No unknown USB drives
Official wording: "Prohibit the use of portable storage devices when such devices have no identifiable owner."
Usually applies to: Any USB drive or memory card with no known owner.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Staff never use USB drives or memory cards with no known owner; anything found goes to [IT company].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.8.9 Protect backups
Official wording: "Protect the confidentiality of backup CUI at storage locations."
Usually applies to: Backups of your moving software, email, computers and shared drives, wherever they are kept, including cloud backup services.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Backups of systems in scope are encrypted and kept in [approved backup service or locked off-site location]; only [IT company] can restore them. A cloud backup service holding shipment information is FedRAMP authorized at Moderate or higher, or equivalent.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.9 Personnel Security (PS)
3.9.1 Screen people before access
Official wording: "Screen individuals prior to authorizing access to organizational systems containing CUI."
Usually applies to: Everyone you give access to systems with DoD shipment information, including seasonal and temporary staff.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Everyone is screened under [company screening policy, for example reference and background checks] before getting access to DoD shipment information, seasonal and temporary staff included.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.9.2 Close access when people leave
Official wording: "Ensure that organizational systems containing CUI are protected during and after personnel actions such as terminations and transfers."
Usually applies to: Every account, key, badge, door code and company phone, and company apps and data on personal phones, when someone leaves or changes jobs, including at the end of the season.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	When someone leaves or changes jobs, [office manager] disables or changes their accounts the same day, collects keys, badges and company phones, and changes door codes they knew.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.10 Physical Protection (PE)
3.10.1 Limit who can walk in
Official wording: "Limit physical access to organizational systems, equipment, and the respective operating environments to authorized individuals."
Usually applies to: The office, the dispatch desk, the network closet, and any room or warehouse office where DoD shipment information is handled or kept.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only staff can enter the areas where DoD shipment information is handled. The office doors are locked, and the network closet has its own lock.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.10.2 Protect and watch the building
Official wording: "Protect and monitor the physical facility and support infrastructure for organizational systems."
Usually applies to: The same places, and what your systems depend on there: power, network cabling and the closet where the router lives.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	The office has [an alarm and cameras] that [owner] checks [weekly], and the network closet, power and cabling are inside the locked office.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.10.3 Escort visitors
Official wording: "Escort visitors and monitor visitor activity."
Usually applies to: Customers, vendors, delivery drivers, job applicants and other visitors in those areas.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Visitors, such as customers, vendors, delivery drivers and job applicants, sign in and are escorted by staff in areas where DoD shipment information is handled.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.10.4 Log who comes in
Official wording: "Maintain audit logs of physical access."
Usually applies to: Entry to the office and to any room where DoD shipment information is handled.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Visitor sign-in sheets and [door access records] are kept for [one year] in [location].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.10.5 Manage keys, badges and codes
Official wording: "Control and manage physical access devices."
Usually applies to: Office and warehouse keys, badges, door codes and alarm codes.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[Office manager] keeps a list of who has keys, badges and door codes, collects them when people leave and changes codes [when someone leaves and every quarter].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.10.6 Rules for working from home
Official wording: "Enforce safeguarding measures for CUI at alternate work sites."
Usually applies to: Anyone handling DoD shipment information outside the office: estimators at a residence, staff working from home, crew leads on the road.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Staff who handle DoD shipment information at home or on the road follow our remote work rules: company devices [or personal phones the office has enrolled] only, a private space, screens locked, no printing at home, and paperwork kept with them.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.11 Risk Assessment (RA)
3.11.1 Assess your risks
Official wording: "Periodically assess the risk to organizational operations (including mission, functions, image, or reputation), organizational assets, and individuals, resulting from the operation of organizational systems and the associated processing, storage, or transmission of CUI."
Usually applies to: Your whole operation: everything in scope, plus the people and places.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Once a year, [owner] and [IT company] review the risks to DoD shipment information (what could happen, how likely it is and how bad it would be) and record them in [risk list].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.11.2 Scan for weaknesses
Official wording: "Scan for vulnerabilities in organizational systems and applications periodically and when new vulnerabilities affecting those systems and applications are identified."
Usually applies to: Office computers, laptops and servers, the router, firewall and Wi-Fi equipment, and any website or portal you run. Your IT company or a scanning service usually does the scanning.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company or scanning service] scans company computers, servers and network equipment for vulnerabilities [monthly], and again when serious new weaknesses are announced.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.11.3 Fix what you find
Official wording: "Remediate vulnerabilities in accordance with risk assessments."
Usually applies to: Whatever the scans find, on the same systems.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Weaknesses found are fixed in order of risk: critical ones within [7] days and others within [14] days.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.12 Security Assessment (CA)
3.12.1 Check your protections
Official wording: "Periodically assess the security controls in organizational systems to determine if the controls are effective in their application."
Usually applies to: All 110 requirements, across everything in scope.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Once a year, [owner] checks whether every requirement in this plan is working, against the assessment objectives in NIST SP 800-171A, and records the results in [the workbook or another record].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.12.2 Keep an operational plan of action
Official wording: "Develop and implement plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational systems."
Usually applies to: Your operational plan of action: problems that come up after a requirement is in place, such as a missed update or a setting that drifted, and how you will fix each one. It is separate from the POA&M for gaps found in an assessment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	We keep an operational plan of action in [location]: problems found after a requirement is in place, such as a missed update or a setting that drifted, with how each will be fixed. [Owner] reviews it [monthly]. Gaps found in an assessment go on our separate POA&M (section 4).

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.12.3 Keep watching
Official wording: "Monitor security controls on an ongoing basis to ensure the continued effectiveness of the controls."
Usually applies to: Everything in scope, all year.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] and [owner] watch our protections all year, through alerts and monthly reviews of access and activity records, not only when an assessment is due.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.12.4 Write your System Security Plan
Official wording: "Develop, document, and periodically update system security plans that describe system boundaries, system environments of operation, how security requirements are implemented, and the relationships with or connections to other systems."
Usually applies to: Your whole scope: its boundary, each asset and its type, how you meet each of the 110 requirements, and what it connects to.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	This document is our System Security Plan. [Owner] reviews and updates it at least once a year and whenever our systems change.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13 System and Communications Protection (SC)
3.13.1 Guard the edges of your network
Official wording: "Monitor, control, and protect communications (i.e., information transmitted or received by organizational systems) at the external boundaries and key internal boundaries of organizational systems."
Usually applies to: Your router and firewall where you connect to the internet, and the boundary between your business network and guest Wi-Fi.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	The firewall at our internet connection controls traffic in and out and is monitored by [IT company]. Guest Wi-Fi is separated from the business network by the firewall.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.2 Build security in
Official wording: "Employ architectural designs, software development techniques, and systems engineering principles that promote effective information security within organizational systems."
Usually applies to: New systems and big changes: choosing moving software or other cloud services, setting up an office network, opening a new office or warehouse.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Before we buy software or change the network, [IT company] reviews the security design, for example the FedRAMP status of a cloud service and how guest Wi-Fi is kept apart.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.3 Keep administration separate
Official wording: "Separate user functionality from system management functionality."
Usually applies to: Administrator consoles and accounts for your email, moving software, computers and network equipment.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Systems are managed only from administrator accounts and consoles; everyday accounts cannot reach the management tools.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.4 No leftovers in shared resources
Official wording: "Prevent unauthorized and unintended information transfer via shared system resources."
Usually applies to: Shared computers, shared crew tablets, and printers or copiers that keep copies.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Shared computers and crew tablets use individual sign-ins and keep no data between users, and copiers and printers that store jobs are set to overwrite them.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.5 Keep public-facing systems separate
Official wording: "Implement subnetworks for publicly accessible system components that are physically or logically separated from internal networks."
Usually applies to: Your website, customer portal, online booking or quote forms, and anything else the public can reach. If nothing the public can reach is inside your scope, it may not apply.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Our website is hosted by [web host] outside our business network and holds no DoD shipment information. [Or: not applicable, because nothing the public can reach is in our scope.]

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.6 Block by default
Official wording: "Deny network communications traffic by default and allow network communications traffic by exception (i.e., deny all, permit by exception)."
Usually applies to: Your firewall and router.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	The firewall blocks all traffic by default and allows only what [IT company] has approved.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.7 No side doors during remote work
Official wording: "Prevent remote devices from simultaneously establishing non-remote connections with organizational systems and communicating via some other connection to resources in external networks (i.e., split tunneling)."
Usually applies to: Laptops and phones that connect to your systems over a VPN.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	While connected, the VPN sends all traffic through the company connection, so devices cannot reach the internet outside it at the same time (no split tunneling).

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.8 Encrypt information on the move
Official wording: "Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI during transmission unless otherwise protected by alternative physical safeguards."
Usually applies to: Email, file sharing, texting, your moving software's web and app connections, and remote connections.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	DoD shipment information travels only over encrypted connections: https for cloud services, [encrypted email method] and encrypted file transfer.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.9 Close idle network connections
Official wording: "Terminate network connections associated with communications sessions at the end of the sessions or after a defined period of inactivity."
Usually applies to: VPN and remote desktop connections, and sessions in your moving software and other cloud services.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Remote and cloud sessions end at sign-out or after [30] minutes without activity.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.10 Manage encryption keys
Official wording: "Establish and manage cryptographic keys for cryptography employed in organizational systems."
Usually applies to: Encryption keys and certificates: website and portal certificates, VPN keys and disk-encryption recovery keys.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] manages encryption keys and certificates: disk-encryption recovery keys are kept in [secure location], certificates are renewed before they expire, and keys are withdrawn when no longer needed.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.11 Use government-validated encryption
Official wording: "Employ FIPS-validated cryptography when used to protect the confidentiality of CUI."
Usually applies to: Everywhere encryption protects DoD shipment information: laptops, phones, USB drives, email, file sharing, VPN and your cloud services.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Encryption that protects DoD shipment information uses FIPS-validated modules: [list, for example laptop disk encryption, phone encryption, the VPN and the cloud services]. The validation certificate numbers are kept in [location].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.12 No remote switching-on of cameras and microphones
Official wording: "Prohibit remote activation of collaborative computing devices and provide indication of devices in use to users present at the device."
Usually applies to: Cameras and microphones on office computers and laptops, and networked whiteboards. Dedicated video-conferencing systems are excluded.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Cameras and microphones on company computers cannot be switched on remotely and show a light when in use. We have no networked whiteboards.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.13 Control code that runs in documents and browsers
Official wording: "Control and monitor the use of mobile code."
Usually applies to: Office computers and laptops: macros in spreadsheets and documents, and code that runs in web browsers.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Macros in documents and spreadsheets are blocked unless they come from [approved sources], and browsers allow only approved add-ons.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.14 Control internet phones
Official wording: "Control and monitor the use of Voice over Internet Protocol (VoIP) technologies."
Usually applies to: Your office phone system, if it runs over the internet, and its settings.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Only [IT company] can change the settings of our internet phone system, and access to call recordings and voicemail is limited to [roles].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.15 Make sure connections are genuine
Official wording: "Protect the authenticity of communications sessions."
Usually applies to: Connections to your moving software, email, cloud services and VPN.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Connections to our cloud services and VPN use https or equivalent encrypted connections with valid certificates, which protect sessions from being hijacked or faked.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.13.16 Protect stored information
Official wording: "Protect the confidentiality of CUI at rest."
Usually applies to: Wherever DoD shipment information is stored: cloud services, computers, laptops, phones, servers, shared drives and backups.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	DoD shipment information is encrypted where it is stored: in our cloud services, on encrypted laptops and phones, and in encrypted backups.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.14 System and Information Integrity (SI)
3.14.1 Find and fix flaws on time
Official wording: "Identify, report, and correct system flaws in a timely manner."
Usually applies to: Every computer, phone, tablet, router, firewall, printer and program in scope.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] installs security updates for computers, phones, routers and software by risk: critical ones within [7] days of release and others within [14] days, and reviews status [monthly].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.14.2 Use protection against malware
Official wording: "Provide protection from malicious code at designated locations within organizational systems."
Usually applies to: Office computers, laptops, servers, phones and tablets, and email.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Malware protection runs on all computers and servers, email is filtered for malware, and phones are protected through [device management].

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.14.3 Act on security alerts
Official wording: "Monitor system security alerts and advisories and take action in response."
Usually applies to: Whoever looks after your systems, usually the owner or your IT company, for alerts about the systems in scope.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company] follows security alerts from our vendors and from CISA and acts on those that apply to our systems.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.14.4 Keep malware protection updated
Official wording: "Update malicious code protection mechanisms when new releases are available."
Usually applies to: The malware protection on every computer, phone and email service in scope.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Malware protection updates itself automatically, and [IT company] checks [weekly] that every device is up to date.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.14.5 Scan regularly, and scan files as they arrive
Official wording: "Perform periodic scans of organizational systems and real-time scans of files from external sources as files are downloaded, opened, or executed."
Usually applies to: Office computers, laptops and servers, and files arriving by email, download or USB drive.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Computers run a full scan [weekly] and scan files as they are downloaded, opened or run.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.14.6 Watch for attacks
Official wording: "Monitor organizational systems, including inbound and outbound communications traffic, to detect attacks and indicators of potential attacks."
Usually applies to: Your network, email, computers and cloud sign-ins, usually watched through your security tools or your IT company.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	[IT company or monitoring service] watches network traffic and sign-ins, coming in and going out, for signs of attack and alerts us.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]



3.14.7 Spot misuse
Official wording: "Identify unauthorized use of organizational systems."
Usually applies to: Sign-ins and activity in your moving software, email and cloud services, and on your computers.
	Status
	[Met / Not met / Not applicable]

	How we meet it
	[Your description]

	Example (delete)
	Alerts flag unusual use, such as sign-ins from other countries or at odd hours, or large downloads from [moving software], and [IT company] looks into each one.

	Responsible
	[Name or role]

	Evidence kept at
	[Where]

	Plan of action entry
	[If not met: reference]





4. Plan of action
Every requirement we do not yet meet has an entry in our plan of action and milestones (POA&M), kept at [location], with the fix, the owner and the due date.
Problems that come up after a requirement is in place, such as a missed update, go on our separate operational plan of action (requirement 3.12.2), kept at [location].
For a Conditional Level 2 status, the score must be at least 88 of 110 and only certain gaps may stay open: 1-point requirements, plus 3.13.11 when encryption is in place but not FIPS-validated. 3.1.20, 3.1.22, 3.10.3, 3.10.4, 3.10.5 and 3.12.4 can never wait. Open items must be closed within 180 days (32 CFR 170.21). The free workbook at resources.movegistics.com/cmmc-level-2/workbook.html has a POA&M sheet.
5. Review and approval
	Date
	Version
	What changed
	Reviewed by

	[date]
	[1.0]
	[First version]
	[name]

	
	
	
	

	
	
	
	



Approved by the Affirming Official:
	Name: [name]
	Title: [title]
	Date: [date]


Sources
1. NIST SP 800-171 Revision 2: the 110 requirements and their official wording (csrc.nist.gov/pubs/sp/800/171/r2/upd1/final).
1. 32 CFR 170.19: assessment scope and asset types; 170.16: Level 2 self-assessment and cloud services; 170.21: plans of action; 170.24: scoring and the SSP rule (ecfr.gov, current to 23 October 2026).
1. Movegistics Resources: the plain-English titles, 'Usually applies to' lines and examples are ours (resources.movegistics.com/cmmc-level-2/).
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