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How to use this pack
1. Replace everything in [square brackets] with your own details, and change any rule that does not match how your company works. A policy you do not follow is worse than none.
1. Each rule shows the Level 2 requirements it supports. Your System Security Plan should say how you carry each one out.
1. Have your owner approve the pack, tell everyone it applies to, and keep the signed copy with your evidence. Drafts and unapproved policies do not count as evidence.
1. Review it at least once a year and whenever your systems or contracts change.
Disclaimer
The information provided in this document is for general information purposes only; it does not constitute legal advice or compliance advice. This template is not an official document of the Department of War and does not guarantee any score, CMMC status, SPRS result, contract award, or any other outcome. Your use of this template and its content is at your own risk. This template is provided “as is” and “as available” without any warranties of any kind, express or implied. Netensity Corporation and Movegistics are not responsible for any losses, damages or liabilities that may result from the use of the template or reliance on its content. Full disclaimer: resources.movegistics.com/disclaimer.html


Contents


If the contents list is empty, right-click it in Word and choose Update Field.


1. About these policies
These policies say how [Company name] protects DoD shipment information. They apply to everyone who works for us, seasonal crews included, and to every system, device, paper record and place in our assessment scope.
[Owner] approves these policies, reviews them at least once a year and whenever our systems or contracts change, and makes sure everyone who needs them knows them.
Breaking these policies can lead to loss of access and to disciplinary action under [company handbook].
Who does what
	Role
	Name
	Responsibilities

	Owner
	[name]
	Approves these policies, decides on risks, and is our Affirming Official in SPRS unless someone else is named.

	Office manager
	[name]
	Accounts, keys and badges, visitors, training records, paper handling, offboarding.

	IT company
	[name]
	Devices, network, security tools, activity records, updates, backups, incident support.


2. Access control (AC)
Who can get into our systems, and what each person can do once inside.
Accounts
Everyone has their own account. Shared logins are not allowed. [Office manager] gives access only after [owner] approves it, and keeps the list of people, devices and automated connections with access.
Supports: 3.1.1, 3.5.1
Least access
Each person gets only the access their job needs. Administrator rights are limited to [named people] and [IT company]. Administrators use a separate administrator account only for administration.
Supports: 3.1.2, 3.1.5, 3.1.6, 3.1.7
Separate duties
The person who adds or changes access is not the person who reviews the access list and activity records. Because [IT company] both administers our systems and runs our activity records, [owner] reviews a summary of administrator actions and account changes [monthly].
Supports: 3.1.4
Sign-in protection
Accounts lock after [5] failed sign-in attempts. Screens lock after [10] minutes without use and hide what was on them. Sessions end after [30] minutes without activity. Systems that hold DoD shipment information show a notice at sign-in.
Supports: 3.1.8, 3.1.9, 3.1.10, 3.1.11
Where the information may go
DoD shipment information is kept only in [moving software], [email service] and [approved storage], and goes only to [our TSP, the government's shipment system and agents with their CMMC status] through [approved ways]. It is never sent to personal email, texted except through [approved texting service], or copied into other apps, spreadsheets or AI tools.
Supports: 3.1.3
Remote access
Remote access is only through [approved methods], with multifactor sign-in, and is encrypted. Remote sessions are recorded, and [IT company] can see who is connected and reviews the records [monthly]. Administrator work from outside the office is allowed only for [IT company] and [office manager], as approved in writing.
Supports: 3.1.12, 3.1.13, 3.1.14, 3.1.15
Wireless
Only the business Wi-Fi may reach business systems. [IT company] sets it up with strong encryption and a password or company sign-in that only staff have, and only devices [IT company] has approved may join it. Guest Wi-Fi is separate.
Supports: 3.1.16, 3.1.17
Phones, tablets and laptops
Only devices enrolled in [device management] may reach systems with DoD shipment information. They are encrypted and screen-locked, and [device management] records which devices connect. Personal phones may not be used for DoD shipment information unless [owner] approves and [IT company] enrolls them.
Supports: 3.1.18, 3.1.19
Outside systems and USB drives
[Office manager] keeps a list of the outside systems we connect to or use with shipment information, such as our TSP's and the government's, and checks each one is properly protected before it is approved. Only approved outside systems connect to ours. Company USB drives are not used on computers we do not control.
Supports: 3.1.20, 3.1.21
Public information
Only [marketing person] and [owner] post to our website and social media, and every post is checked first so that no DoD shipment information is ever posted. If shipment information is ever found on a public page, a review reply or a public link, [owner] has it taken down at once and records it as an incident.
Supports: 3.1.22
3. Awareness and training (AT)
Everyone knows the risks and their part in avoiding them.
Everyone
Everyone with access completes security awareness training when hired and every year: phishing, passwords, phones and photos of paperwork, handling paper, spotting insider threats, and reporting problems. We keep signed attendance sheets.
Supports: 3.2.1, 3.2.3
Security roles
People who manage accounts, devices, backups or activity records are trained for those duties before they start.
Supports: 3.2.2
Form: Training attendance
Print this page and keep the filled-in copies with your evidence.
	Date
	Name
	Role
	Topic
	Signature

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


4. Audit and accountability (AU)
We keep records of who did what, and protect them.
What we record
Activity recording is on in [moving software], [email service], company computers and the firewall. It records at least sign-ins and failed sign-ins, account and permission changes, every use of administrator rights, settings changes, and opening, exporting or deleting shipment records, each with who, what, when and from where. Records are kept for [at least one year]. Every action traces to one person.
Supports: 3.3.1, 3.3.2
Reviewing records
[IT company] reviews activity records [monthly] and whenever something looks wrong, looking at the systems together, and reviews and updates what we record at least once a year. [IT company] can search, filter and produce reports from the records whenever we need them.
Supports: 3.3.3, 3.3.5, 3.3.6
Protecting records
Only [IT company] and [owner] can see activity records or change recording settings. Recording failures alert [IT company]. Clocks are set from [an approved time source].
Supports: 3.3.4, 3.3.7, 3.3.8, 3.3.9
5. Configuration management (CM)
We know what we have and keep it set up safely.
Inventory and settings
[Office manager] keeps an inventory of every device, program and cloud service in scope, with its secure standard settings. [IT company] applies those settings and checks [monthly] that they have not changed.
Supports: 3.4.1, 3.4.2
Changes
Changes to systems in scope are requested, checked for security impact, approved by [owner] and recorded in the change log. Only [IT company] and [office manager] can make them.
Supports: 3.4.3, 3.4.4, 3.4.5
Only what we need
Devices run only the software and features the business needs. Only approved programs can run. Staff cannot install software themselves, and [IT company] checks [monthly] for software installed without approval.
Supports: 3.4.6, 3.4.7, 3.4.8, 3.4.9
Form: Change log
Print this page and keep the filled-in copies with your evidence.
	Date
	Requested by
	Change
	Security impact
	Approved by
	Done by
	Date done

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


6. Identification and authentication (IA)
Everyone and everything proves who they are before getting in.
Sign-in
Every person and device signs in before getting access. Multifactor sign-in is required for all administrator accounts, including at the computer itself, and for every sign-in over a network: our cloud services, remote access and any office server or shared drive. Sign-in methods cannot be reused by an attacker, such as one-time codes or app approvals.
Supports: 3.5.1, 3.5.2, 3.5.3, 3.5.4
Passwords
Passwords are at least [12] characters, differ from the last [24], and a new password must change at least [4] characters of the old one. They are kept only in [password manager]. Temporary passwords must be changed at first sign-in. Passwords are never written down, texted or emailed. Our systems store passwords only in scrambled (hashed) or encrypted form and send them only over encrypted connections. Password fields show dots, not the characters typed.
Supports: 3.5.7, 3.5.8, 3.5.9, 3.5.10, 3.5.11
Usernames and idle accounts
Usernames are never reused for a different person for [two years]. Accounts unused for [45] days, and seasonal accounts at the end of the season, are disabled.
Supports: 3.5.5, 3.5.6
7. Incident response (IR)
Our plan for when something goes wrong.
What counts
An incident is anything that may have exposed or harmed DoD shipment information or our systems: a lost or stolen phone, laptop or paperwork; an email sent to the wrong person; a hacked account; ransomware; paperwork left at a residence.
Supports: 3.6.1
Report at once
Anyone who sees a possible incident tells [owner] or [office manager] immediately, day or night, at [phone number].
Supports: 3.6.1, 3.6.2
Our steps
Contain the problem (for example, wipe the lost phone and reset passwords), work out what happened and what information was involved, recover, and record everything in the incident log. [Owner] tells staff what to do, for example change a password. Preserve evidence: do not wipe or rebuild an affected computer until [IT company] has made an image of it.
Supports: 3.6.1, 3.6.2
Report outside
[Owner] reports incidents to our TSP, or to the company we work for, and to the government as our contracts require. Where DFARS 252.204-7012 is in our contract, a cyber incident affecting our systems that hold DoD shipment information means: checking what was affected; reporting to DoD at dibnet.dod.mil within 72 hours of discovery, which needs a DoD-approved medium assurance certificate that we get in advance; keeping images of all known affected systems, and the related monitoring data, for at least 90 days after we submit the report; sending any malicious software we isolate to the DoD Cyber Crime Center (DC3), not to the contracting officer; and giving DoD more information or equipment if it asks. As a subcontractor, we give the DoD incident report number to our TSP, or the company we work for, as soon as we can.
Supports: 3.6.2
Practice
We test this plan once a year with a short tabletop exercise and record what we learned.
Supports: 3.6.3
Form: Incident log
Print this page and keep the filled-in copies with your evidence.
	Date and time found
	Found by
	What happened
	Information involved
	Steps taken
	Reported to (who, when)
	Closed on

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


8. Maintenance (MA)
Repairs and upkeep without opening a door to the information.
Who and how
Only [IT company] maintains our systems, with tools [owner] has approved, on a schedule. Remote maintenance needs multifactor sign-in and is closed when the work ends.
Supports: 3.7.1, 3.7.2, 3.7.5
Outside repairs and visitors
Devices are wiped or their drives removed before outside repair. Technicians' drives are scanned before use. Technicians without approved access are supervised.
Supports: 3.7.3, 3.7.4, 3.7.6
9. Media and paper (MP)
Paper and drives count too.
Store and limit
Paperwork and drives with DoD shipment information are kept locked in [location], and only [named roles] can get to them.
Supports: 3.8.1, 3.8.2
Mark
Documents with CUI keep their markings, and what we create from them is marked as our contracts and the TSP's instructions require.
Supports: 3.8.4
Out of the office
Paperwork that leaves the office stays with the crew lead, out of sight, and comes back. Drives that leave the office are encrypted. Unknown USB drives are never used, and USB storage is blocked except approved encrypted drives.
Supports: 3.8.5, 3.8.6, 3.8.7, 3.8.8
Backups and disposal
Backups are encrypted and protected. Paper is destroyed once it is no longer needed and any record-keeping period has ended, with a cross-cut shredder or a shredding service that certifies destruction, so it cannot be read or pieced back together. Computers, phones, tablets, copiers and drives are wiped, or their storage destroyed, before they are thrown out, returned, sold or given to someone else.
Supports: 3.8.3, 3.8.9
10. Personnel security (PS)
Check people before they get access, and close access when they leave.
Before access
Everyone is screened under [screening policy] before getting access to DoD shipment information, seasonal and temporary staff included.
Supports: 3.9.1
Leaving or changing jobs
On the same day, [office manager] disables or changes accounts, removes company apps and data from personal phones, collects keys, badges and company devices, and changes codes the person knew. The offboarding checklist is kept on file.
Supports: 3.9.2
Form: Offboarding checklist
Print this page and keep the filled-in copies with your evidence.
	Name
	Last day
	Accounts disabled
	Phone apps and data removed
	Keys, badges, devices back
	Codes changed
	Done by and date

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


11. Physical protection (PE)
Lock the doors to where the information lives.
Areas and monitoring
Only staff can enter areas where DoD shipment information is handled. The office is locked and monitored by [alarm and cameras]; the network closet has its own lock.
Supports: 3.10.1, 3.10.2
Visitors
Visitors sign in and are escorted in those areas. Sign-in sheets are kept for [one year].
Supports: 3.10.3, 3.10.4
Keys and codes
[Office manager] keeps the list of keys, badges and codes, collects them when people leave and changes codes [when someone leaves].
Supports: 3.10.5
Away from the office
Anyone handling DoD shipment information at home, at a residence or on the road uses company devices [or personal phones the office has enrolled] only, works where others cannot see the screen, keeps paperwork with them and does not print at home.
Supports: 3.10.6
Form: Visitor log
Print this page and keep the filled-in copies with your evidence.
	Date
	Name
	Company
	Reason
	Escorted by
	Time in
	Time out

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


12. Risk assessment (RA)
Know our risks and find weak spots first.
Risk review
At least once a year, [owner] and [IT company] review the risks to DoD shipment information and record them.
Supports: 3.11.1
Scanning and fixing
[IT company] scans for vulnerabilities [monthly] (never less than once a year), and when serious new ones are announced, and fixes them by risk: critical within [7] days, others within [14] days.
Supports: 3.11.2, 3.11.3
Form: Risk list
Print this page and keep the filled-in copies with your evidence.
	Risk
	How likely
	How bad
	What we do about it
	Owner
	Reviewed on

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


13. Security assessment (CA)
Check that our protections work, and keep our plan current.
Yearly check
At least once a year, [owner] checks that every requirement is working and records the result.
Supports: 3.12.1
Operational plan of action
Problems found after a requirement is in place, such as a missed update or a setting that drifted, go on our operational plan of action with how each will be fixed, and [owner] reviews it [monthly]. Gaps found in an assessment go on our POA&M instead.
Supports: 3.12.2
Watching and the SSP
[IT company] monitors our protections all year. Our System Security Plan is reviewed and updated at least once a year and whenever our systems change.
Supports: 3.12.3, 3.12.4
14. System and communications protection (SC)
Protect the information on the move and where it is stored.
Network edges
A firewall controls traffic in and out, blocks everything not approved, and keeps guest Wi-Fi apart from the business network. Anything the public can reach is kept separate from systems with DoD shipment information.
Supports: 3.13.1, 3.13.5, 3.13.6
Design and administration
Security is part of every new system or network change. Systems are managed only from administrator accounts and admin screens. Shared devices keep no information between users.
Supports: 3.13.2, 3.13.3, 3.13.4
Encryption
DoD shipment information is encrypted in transit and at rest with FIPS-validated encryption. Connections use secure methods that check the other side is genuine. [IT company] manages keys and certificates. If we use a VPN, it blocks other internet traffic while connected.
Supports: 3.13.7, 3.13.8, 3.13.10, 3.13.11, 3.13.15, 3.13.16
Cloud services
We put DoD shipment information only in cloud services that are FedRAMP authorized at Moderate or higher, or meet DoD's FedRAMP Moderate equivalency policy, and that, where DFARS 252.204-7012 is in our contract, meet its incident terms in paragraphs (c) to (g). We record each one's customer responsibility matrix, and what is still ours to do, in our SSP, and describe our IT company's services there too. This follows the CMMC cloud rule (32 CFR 170.16(c)(2)) and DFARS 252.204-7012(b)(2)(ii)(D).
Supports: 3.1.20, 3.12.4
Sessions, devices and phones
Network sessions end when idle. Cameras and microphones cannot be switched on remotely and show a light when in use. Macros and browser add-ons are controlled and checked. Only [IT company] can change our phone system's settings, and [IT company] reviews the phone system's records.
Supports: 3.13.9, 3.13.12, 3.13.13, 3.13.14
15. System and information integrity (SI)
Keep systems updated, free of malware and watched.
Updates and alerts
Security updates are installed by risk: critical within [7] days, others within [14] days. [IT company] follows vendor and CISA alerts and acts on those that apply.
Supports: 3.14.1, 3.14.3
Malware protection
Malware protection runs on every computer and server and on email, updates itself, scans regularly and checks files as they arrive.
Supports: 3.14.2, 3.14.4, 3.14.5
Watching for attacks and misuse
[IT company or monitoring service] watches traffic and sign-ins for attacks and unusual use, and investigates alerts.
Supports: 3.14.6, 3.14.7
16. Approval and review
	Date
	Version
	What changed
	Approved by

	[date]
	[1.0]
	[First version]
	[name]

	
	
	
	

	
	
	
	



Approved by the owner:
	Name: [name]
	Signature:
	Date: [date]


Sources
1. NIST SP 800-171 Revision 2: the 110 requirements (csrc.nist.gov/pubs/sp/800/171/r2/upd1/final).
1. 32 CFR part 170, the CMMC rule, including 170.4 (definitions), 170.16 and 170.19 (ecfr.gov, current to 23 October 2026).
1. DFARS 252.204-7012 (May 2024): cyber incident reporting, where it is in your contract (acquisition.gov).
1. Movegistics Resources: the wording of these policies is ours (resources.movegistics.com).
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